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Introduc�on 
The purpose of this report is to provide recommenda�ons, along with corresponding 
jus�fica�ons, to policy and regulatory decision-makers and ins�tu�ons for cross-sector regulatory 
standards to address and mi�gate the risks of cascading infrastructure failures. A companion 
report [1] focuses on elements of five infrastructure sectors that are closely related to 
Department of Defense (DoD) planning and opera�ons: energy, communica�ons, transporta�on, 
informa�on technology, and emergency services. That report reviews exis�ng policy and 
regulatory standards for disaster response and resilience and then briefly describes the nature 
and importance of the cross-sector interac�ons in these areas and the components of resilience.  
It also examines capabili�es that are available, and their limita�ons, for enabling coordinated, 
cross-sector planning and opera�on of cri�cal cyber and physical infrastructures. 
 
There is a wealth of available high-level guidance on infrastructure resilience and cybersecurity, 
much of which emphasizes the need for cross-sector planning and collabora�on. This guidance is 
useful and important but turning it into effec�ve prac�ce is hard, especially in county and city 
governments, and at field ac�vi�es, which may not be fully resourced. The present document 
provides recommenda�ons for regulatory standards and procedural changes that can address 
these challenges. 
 
The terms resilience and resiliency are used without defini�on in many publica�ons, including 
those synopsized below. They are synonymous, and the standard dic�onary defini�on is the 
ability to withstand and recover from difficulty. This is the defini�on of resilience used by many 
government publica�ons (e.g., [2]; [3]). In 2013, a White House Presiden�al Policy Direc�ve 
added two addi�onal capabili�es, defining resilience as “the ability to prepare for and adapt to 
changing condi�ons and withstand and recover rapidly from disrup�ons” [4]. The four capabili�es 
– prepare, withstand, recover, adapt – have been incorporated into the defini�ons in several 
recent government publica�ons (e.g., [5, p. 75]; [6, pp. 3–1]), as well as archival publica�ons (e.g., 

 
1 1 This paper was par�ally funded by a grant from the U.S. Defense Department’s Strategic Environmental Research 
and Development Program (RC20-C1-1138): Severe Impact Resilience: Framework for Adap�ve Compound Threats.  
These views are the authors’ own and do not reflect the posi�on of the U.S. government. 
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[7]; [8]). This is the defini�on used here. The ability to adapt to the post-disrup�on “new normal” 
is an important dis�nc�on from just returning to a pre-disrup�on status quo. 

High-Level Guidance 
Reference [1] notes over 200 policy, strategy, planning and opera�onal guidance documents (see, 
e.g., the DoD Cybersecurity Policy Chart [9], included as an appendix to [1]). Based on this review, 
the present paper focuses on five high-level strategy documents: the Cybersecurity and 
Infrastructure Security Agency (CISA) Strategic Plan 2023-2025 [10], the CISA Cybersecurity 
Strategic Plan 2024-2024 [11], the Na�onal Cybersecurity Strategy [12], the Na�onal 
Cybersecurity Strategy Implementa�on Plan [13], and the CISA Cross-Sector Cybersecurity 
Performance Goals [14].  We also considered applicable parts of the sector-specific plans for: 
Energy (focused on electricity) [15], communica�ons (terrestrial, satellite, and wireless systems 
with many interdependencies) [16], transporta�on (focused on road transport for infrastructure 
repair) [17], Informa�on Technology (for cyber threats and vulnerabili�es) [18], and Emergency 
Services (emergency management) [19]. These were examined in more detail in [1].  The review 
has been supplemented by discussions with leaders at the White House Office of the Na�onal 
Cyber Director (ONCD), CISA, the Office of the Secretary of Defense (OSD), county and city 
government officials, and private sector individuals. 
 
CISA Strategic Plan 2023-2025 
CISA’s Strategic Plan [10] is broader than cyber. It lays out four ambi�ous goals to address risks to 
all parts of our na�on’s infrastructure: (1) Cyber-defense; (2) Risk reduc�on and resilience; (3) 
Opera�onal collabora�on; and (4) Agency unifica�on. Collec�vely they include 19 objec�ves.  The 
first goal, cyber-defense, emphasizes the defense and resilience of cyberspace, to be achieved 
through enhancing the ability of federal systems to withstand cyberatacks, improving the ability 
to detect cyber threats, disclosing and mi�ga�ng cyber vulnerabili�es, and driving the cyberspace 
ecosystem toward security-by-default. The second goal, risk reduc�on and resilience, emphasizes 
expanding visibility of risks to infrastructure, systems and networks, advancing risk analy�c 
capabili�es and methodologies, improving risk mi�ga�on guidance and impact, building 
stakeholder capacity in security and resilience, increasing CISA’s ability to respond to threats and 
incidents, and suppor�ng risk management for elec�on infrastructure. The third goal, opera�onal 
collabora�on, is devoted to strengthening whole-of-na�on collabora�on and informa�on sharing.  
While cross-sector collabora�on is important to achieving all four goals set forth in the Strategic 
Plan, this third goal speaks directly to the essen�al need for collabora�on and informa�on sharing 
among all stakeholders, both government and private partners, and improving stakeholder access 
to and use of appropriate CISA programs, products, and services. The fourth goal, agency 
unifica�on, aims to achieve “One CISA” unified through integrated func�ons, capabili�es, and 
workforce.    
 
CISA Cybersecurity Strategic Plan 2024-2026 
CISA’s Cybersecurity Strategic Plan [11] aligns with the 2023 Na�onal Cybersecurity Strategy 
(discussed below). It describes how CISA will execute its cybersecurity mission and advance its 
cybersecurity capabili�es. CISA’s overall mission, its North Star, is: 
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Defending the systems and assets that constitute our critical infrastructure is vital to our 
national security, public safety, and economic prosperity ... We aim to operationalize an 
enduring and effective model of collaborative defense that equitably distributes risk and 
responsibility and delivers a foundational level of security and resilience for our digital 
ecosystem [11, p. 3]. 

CISA’s cybersecurity mission, which is cri�cal to its overall mission, is addressed through three 
goals: (1) Address immediate threats; (2) Harden the terrain; and (3) Drive security at scale. All 
three of these goals involve cross-sector collabora�on. The first goal involves gaining an 
understanding of the immediate threats facing all cri�cal infrastructure sectors and suppor�ng 
partners across sectors in addressing these threats. The second goal requires working to promote 
adop�on of strong security prac�ces across cri�cal infrastructure sectors and measure progress 
against this goal across sectors. The third goal involves asking technology providers to build 
security into the founda�on of products across their lifecycle, fostering radical transparency in 
security prac�ces, and developing a diverse and security-aware workforce across all sectors. 
 
Na�onal Cybersecurity Strategy 
The White House’s Na�onal Cybersecurity Strategy [12] envisions a grand ambi�on for values-
driven development of the na�on’s digital ecosystem: 

We are building a smart grid, powered by distributed renewable electricity and balanced 
with intelligent systems, that promises a bright and resilient future of energy abundance. 
We envision a maturing “Internet of Things” (IoT), comprising everything from consumer 
goods to digitized industrial controls to constellations of satellites, that will increase 
efficiency and safety while providing game-changing insights into our environment and 
economy. We are laying the foundations for real-time global collaboration leveraging vast 
amounts of data and computing power that will unlock scientific discoveries and other 
public goods of which we cannot yet conceive [12, p. 1]. 

The strategy makes two fundamental shi�s in roles, responsibili�es, and resource alloca�on: (1) 
Responsibility to defend cyberspace must shi� from individual ci�zens and small organiza�ons to 
the most capable and best-posi�oned actors; and (2) Incen�ves must be realigned to favor long-
term investments in security and resilience. The strategy rests on five pillars: (1) Defend cri�cal 
infrastructure; (2) Disrupt and dismantle threat actors; (3) Shape market forces to drive security 
and resilience; (4) invest in a resilient future; and (5) Forge interna�onal partnerships to pursue 
shared goals. Again, because cybersecurity pervades all of today’s infrastructure, achieving these 
goals requires working across infrastructure sectors. 
 
The shi� in responsibility for security, away from small actors to those most capable of bearing 
the burden is a fundamental change in the cybersecurity ecosystem. It is clear that the unfetered 
market alone has not led to broad adop�on of best prac�ces in cybersecurity, and policy ini�a�ves 
are needed to bring about this shi�. The Cybersecurity Strategy seeks to incen�vize security 
through Federal purchasing power, liability law, and a federal cyber insurance backstop. Grants 
and other incen�ves will drive investments in secure cri�cal infrastructure, and vendors who sell 
to the Federal government will be required to follow the best security prac�ces. Liability laws will 
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be changed so that products and services that fail to follow cybersecurity best prac�ces can be 
held liable for the damage caused by their products. 
 
Na�onal Cybersecurity Strategy Implementa�on Plan 
The White House’s Na�onal Cybersecurity Strategy Implementa�on Plan [13] lays out a roadmap 
for coordinated ac�on by government and society to implement the Na�onal Cybersecurity 
Strategy [12]. For each pillar of the Na�onal Cybersecurity Strategy, and each strategic objec�ve 
under the pillar, the implementa�on plan lays out a set of ini�a�ves that contribute to the 
objec�ve. Each is assigned a responsible agency and contribu�ng agencies, and a target 
comple�on date between Q4 FY23 and Q4 FY 25. 
 
CISA Cross-Sector Cybersecurity Performance Goals  
The CISA Cross-Sector Cybersecurity Performance Goals [14] is “a priori�zed subset of 
informa�on technology (IT) and opera�onal technology (OT) cybersecurity prac�ces that cri�cal 
infrastructure owners and operators can implement to meaningfully reduce the likelihood and 
impact of known risks and adversary techniques.” These are voluntary goals “intended to help 
establish a common set of fundamental cybersecurity prac�ces for cri�cal infrastructure, and 
especially help small- and medium-sized organiza�ons kickstart their cybersecurity efforts.” 
 
Discussion 
The high-level guidance is comprehensive, and well thought out, but implemen�ng it is hard, 
especially for understaffed local agencies and small and medium-sized enterprises (SMEs) that 
must sort through the reams of guidance and dig out what applies to them. Senior officials 
repeatedly state that the guidance is designed to allow local officials and infrastructure 
owners/operators to implement in ways that best suit their own situa�ons. This decentraliza�on 
is admirable, but a frequently offered phrase from short-staffed emergency responders was 
something like, “We’re running like gerbils on treadmills and don’t have �me to address issues 
outside of our specific areas.”  
 
The market and legal incen�ves set forth in the Na�onal Cybersecurity Strategy will, if effec�vely 
implemented, help to take some of the load off SMEs. If products and services are more secure 
out of the box, then securing SMEs is likely to become less taxing. But this will take �me, and the 
strategy of shaping market forces and shi�ing liability is unlikely to remove the burden en�rely. 
For example, there will likely remain large quan��es of guidance that must be sorted through and 
tailored to local needs. Even when the guidance is parsed to local needs, and understood, 
challenges to individuals and SMEs to implement their parts will undoubtedly remain.  
Consequently, an urgent need remains to keep some levels of support for these small actors in 
improving their cybersecurity prac�ces. This is especially important given the rapid prolifera�on 
of IoT and connected devices in all sectors of society.    

Recommenda�ons 
As noted in reference [1], there is less need for new policy now than for effec�ve implementa�on.  
To this end, whatever standards may be chosen, solu�ons to complex society-wide challenges 
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cannot be achieved with technology alone, but require integra�on among People, Organizations, 
Processes, Technology, and Resources.  If the recommenda�ons offered below are to be effec�vely 
implemented, they must be supported by appropriate and thorough training; processes must be 
defined and developed that enable the recommenda�ons to be implemented; authority and 
responsibility must be assigned to carrying out the recommenda�ons; management must be 
commited to implementa�on; and success criteria must be defined and measured.  Most 
importantly, we recognize that regula�ons and direc�ves o�en come as unfunded mandates, and 
this creates major impediments for effec�ve implementa�on. Therefore, it is essen�al that these 
recommenda�ons are adequately funded. An important example of how this can be done is the 
no-cost cybersecurity incident response (IR) training that CISA has developed for government 
employees and contractors across Federal, State, Local, Tribal, and Territorial government [20]. It 
is also open to educa�onal and cri�cal infrastructure partners. 
 
The Na�onal Cybersecurity Strategy’s goal of shi�ing more of the burden to the most capable 
actors and taking some of the burden off SMEs is admirable, but it is essen�al to keep 
strengthening local abili�es to execute during the transi�on. For example, given the present 
complexity of the guidance, larger ci�es/coun�es with strong state organiza�ons are more able 
to execute it effec�vely (Northern Virginia is an example).  At the same �me, smaller organiza�ons 
/ municipali�es are likely to need support for the foreseeable future to be able to tailor and 
implement the available guidance. Some ideas for addressing this issue include forming consor�a 
of local SMEs to share resources and exper�se; using ar�ficial intelligence to support the process 
of tailoring guidance to local needs; and finding ways to make security prac�ces simpler and less 
burdensome for end users, for example by adjus�ng the required standards based on the level of 
risk and the ability of the regulated organiza�on to implement them. Several recommenda�ons 
related to these ideas follow.  
 
Consortia of local organizations. Consor�a of local SMEs, plus other en��es with similar missions 
and situa�ons, could band together as a group to sort through the guidance and develop tailored 
best prac�ces that suit the needs of consor�um members. This o�en is done today with 
emergency managers, both within jurisdic�ons and among adjacent jurisdic�ons. Consor�a can 
also pool resources, as in sharing the exper�se of security staffs. The Na�onal Cyber Incident 
Response Plan (NCIRP) [21] is designed to “bolster coordina�on at the local level.” 

 
R1. Recommendation: Formulate policies and guidance that incentivize the formation of 

consortia of similar organizations (public and private) to develop and implement 
common best cybersecurity practices, especially those involving cross-sector 
interdependencies, based on members' specific situations and needs. 

 
R2. Recommendation: Explore innovative funding opportunities, such as Other Transaction 

Authorities (OTAs) within DoD and other eligible agencies to facilitate the resourcing of 
such consortia.   

 
R3. Recommendation: Incentivize research to examine the barriers and challenges to 

information sharing and collaboration between public and private entities, especially 
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across sectors, before, during, and after disasters. Such research should be directed 
toward identifying ways to enhance sharing without compromising sensitive 
information. 

 
Artificial Intelligence. Recent advances in ar�ficial intelligence (AI) could be leveraged to support 
the development of systems that can parse exis�ng cybersecurity guidance and tailor it to local 
needs and resources.  

 
R4. Recommendation: Incentivize research to investigate the feasibility of using AI language 

models focused on cybersecurity and cross-sector guidance, as well as chatbots or similar 
technology, to help local users sort through guidance documents and recommend 
specific approaches tailored to local needs and resources.   
 

Individual self-defense: The major policy shi� in the Na�onal Cybersecurity Strategy [12] to which 
cyberspace defense responsibili�es “from individual ci�zens and small organiza�ons to the most 
capable and best-posi�oned actors“ clearly is needed, but despite sophis�cated high-level tools, 
repeated experience shows that human error is the principal source of cyber compromise [22], 
and many serious cybersecurity incidents stem from low-level penetra�ons, such as those of 2nd 
of 3rd �er sub-contractors. There s�ll will be a need to make it easier for people to defend 
themselves more effec�vely. Zero-Trust Architectures may help, but when will they reach the 
edges of the networks? 

 
R5. Recommendation: Incentivize research into technical solutions and human engineering 

practices to make cross-sector security practices simpler and less burdensome for end 
users during the shift in responsibilities called for by the strategy. 
 

Shaping the market. Reference [12] calls for “shap[ing] market forces to drive security and 
resilience.” This may be easier said than done in the case of IOT devices.  Most economic 
pressures today focus on func�onality and speed to market, not security.  The IOT atack surface 
is exploding and will con�nue to grow as higher frequency networks with higher device densi�es 
proliferate.  Research is needed to design such incen�ves and evaluate how well they work under 
these condi�ons. In addi�on, a more refined regulatory framework may be needed to address 
failures of the market to incen�vize adequate IoT security. 
 

R6. Recommendation: Expand research into design and evaluation of market mechanisms 
to incentivize security of IoT devices since they inherently cut across sectors. 
 

R7. Recommendation: Explore further regulatory changes that may be needed to address 
evolving IoT security needs. 

 
Coordinating, Synchronizing, and Integrating across sectors.  Some of the Sector-Specific plans 
cite interdependencies, but it is unclear how much prepara�on and exercising are being done in 
prac�ce to address these interdependencies.  
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Most emergency service organiza�ons can protect ci�zens well within their normal func�ons and 
infrastructures, but cascading, cross-sector disrup�ons require complex public-private 
collabora�on, especially across disaster vs cyber �melines, and public sector vs private sector 
priori�es. One of the best and most integrated studies of the mul�-faceted dimensions of these 
interac�ons is A Regional Resilience/Security Analysis Process (RR/SAP) for the Nation’s Critical 
Infrastructure Systems [23], a quan�ta�ve, objec�ve, repeatable business process for “iden�fying 
and evalua�ng ways that metropolitan regions can enhance their security and resilience within 
available financial and human resources.” 
 
Ongoing training and frequent exercises are essen�al to effec�ve coordina�on and 
synchroniza�on.  Such training and exercises are in exis�ng guidance, but the scope and pace of 
change par�cularly challenge smaller governments and businesses.  AI and automa�on may help, 
focused on tailoring best prac�ces based on the guidelines to local staffing, human factors, 
equipment, and condi�ons (see Recommenda�on R4 above). 
 

R8. Recommendation: Provide incentives and organizational support for training and 
exercises on cross-sector, cascading disasters. These exercises should involve public and 
private actors in multiple sectors. 
 

Specific threat research should analyze the evolving cyber threat landscape during disaster events 
based on specific loca�ons of interest. As shown in [23] such local coordina�on is very complex, 
and hence it is hard to generalize details of approaches.  Understanding the tac�cs, techniques, 
and procedures used by threat actors can help develop targeted mi�ga�on strategies. The 
poten�al consequences of these atacks should focus on the impacts on people not just 
infrastructure. 
 
Updating sector-specific plans. As noted in [1], the Sector-Specific Plans examined for the 
Informa�on Technology, Communica�ons, Energy, Transporta�on, and Emergency Services 
sectors were dated 7-10 years ago, and many changes have occurred that should be incorporated 
into new versions. Any guidance needs to increase emphasis on interconnec�ons between 
sectors and the need for cross-cu�ng planning and opera�ons. For example, we have been 
speaking with members of most of the emergency management, public safety (police, fire, EMT) 
and related organiza�ons in Fairfax County and nearby areas of Northern Virginia.  They feel that 
the Commonwealth of Virginia has an effec�ve set of cross-cu�ng organiza�ons to keep them up 
to date on changes to high-level guidance in areas with which they are familiar, but this does not 
necessarily translate to cross-infrastructure familiarity.  For example, a very competent and well-
regarded police chief in Northern Virginia completely changed her confident tune when 
cybersecurity was brought up. Moreover, smaller municipali�es with fewer resources need 
support of guidance tailored to local circumstances. 
 

R9. Recommendation: Update SSPs to reflect recent high-level strategic guidance on cross-
sector planning and coordination. 
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Addressing adaptation. Much work has been done on the “withstand” and “respond” 
components of resilience, but much less on adaptability.  This should be the focus of dedicated 
research, based on vulnerable scenarios. 

 
R10. Recommendation: Develop a comprehensive, wide-ranging, and plausible set of cross-

sector disruption/disaster scenarios against which adaptation strategies can be assessed 
and evaluated. These scenarios should be forward-looking, taking account of anticipated 
future climate conditions and political situations.  
 

Given the increasing complexity and growing cross-sector linkages in our na�on’s infrastructure, 
more aten�on must be paid to adapta�on as part of building resilience to cross-sector cascading 
disrup�ons. 
 

R11. Recommendation: Incentivize research and development to improve the ability to adapt 
critical infrastructure to be more resilient against the scenarios defined under 
Recommendation R10, with attention to adequately addressing cross-sector impacts. 

 
R12. Recommendation:  Conduct more research into the coupling functions among power 

grids, communications nets (especially industrial control systems and emergency 
comms), and the transport of repair crews.  
 

Digital twins and simula�ons offer promise for such study, since closed form models only go so 
far. Some solu�ons need not be complex. For example, redundant power at key loca�ons (extra 
bateries or fuel) could be installed at key network nodes as iden�fied in vulnerability 
assessments. Cybersecure microgrids linking comms with distributed renewable energy have 
been demonstrated, for example DoD’s SPIDERS Joint Capability Technology Demonstrator (JCTD)  
project [24] and their deployment in underserved regions (like Puerto Rico) should be priori�zed. 
 
Organizational learning.  The growing penetra�on of cyber-physical systems into all sectors of our 
infrastructure creates difficult management challenges to organiza�ons responsible for securing 
the na�on’s infrastructure. Such systems encompass both opera�onal technology (OT) and 
informa�on technology (IT) systems. Operators of OT and IT systems have different cultures; the 
technology evolves on different �melines; and acquisi�on involves different budget and 
procurement cycles. The linkages between OT and IT can create large and poorly understood 
atack surfaces for cyber threats. The IT community has developed process models like  
DevSecOps [25] and organiza�onal improvement frameworks like the Cybersecurity Maturity  
Model (CMMC) [26], which are helping to improve security prac�ces in so�ware development. 
However, there has thus far been litle aten�on to process models and organiza�onal maturity 
models that include both IT and OT.  A notable step in this direc�on is the IoT Security Maturity 
Model, which provides guidance to organiza�ons on the security mechanisms and processes to 
meet organiza�onal needs and requirements [27]. In addi�on, the Global Resilience Federa�on’s 
Opera�onal Resilience Framework (ORF) [28] states that there are plans to expand the ORF Rules 
to “address the concerns regarding Opera�onal Technology (OT) Systems, Industrial Control 
Systems (ICS), and the Internet of Things (IoT).” 
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R13. Recommendation: Extend maturity models and development processes to address both 

the IT and OT components of complex cross-sector systems-of-systems. This includes both 
commissioning the development of enhanced process and maturity models, and, once 
developed, mandating certification in government contracts. 
 

R14. Recommendation: Examine the best way to conduct life-cycle training for both IT and OT 
personnel in all sectors on cross-sector threats and mitigation, with or without formal 
certification processes. 

 
Design thinking. Design thinking is a versa�le process that emphasizes innova�ve thinking with a 
focus on the needs of users.  It has five phases: Empathize, Define, Ideate, Prototype, and Test 
[29]. Of these, “empathize” is the most important since it involves listening to stakeholders to 
understand and incorporate their needs. This is especially important for addressing the cultural 
and ins�tu�onal barriers associated with incorpora�ng both the OT and IT aspects of cross-sector 
collabora�on.  Incorpora�ng design thinking into the development of new processes and maturity 
models promises to help organiza�ons to meet the management challenges associated with 
cross-sector planning and opera�ons. The Department of Energy’s Na�onal Cyber-Informed 
Engineering Strategy [30] is a good example of incorpora�ng design thinking over the en�re 
system lifecycle. 
 

R15. Recommendation: Incorporate design thinking into development of new process models, 
maturity models, and training approaches for cross-sector planning and operations for 
systems involving both OT and IT elements. 

 
Threat research. Specific threat research should analyze the evolving cyber threat landscape 
during disaster events based on specific loca�ons of interest. Understanding the tac�cs, 
techniques, and procedures used by threat actors can help develop targeted mi�ga�on strategies. 
The poten�al consequences of these atacks should focus on the impacts on people, not just 
physical infrastructure. 
 

R16. Recommendation: Conduct research to understand evolving tactics, techniques, and 
procedures of cyber threats and to develop targeted mitigation practices. Research 
should prioritize understanding and mitigating consequences on people as well as 
physical infrastructure. 

 
Distribution of resources. The distribu�on of resources is a recurring problem in disaster 
situa�ons.  For example, FEMA’s requirement that disaster relief funds be matched at least in part 
by recipients and be paid only when work is done has had, and is having, a significant nega�ve 
impact on disaster reconstruc�on in many cases.  Equally problema�c is the requirement that 
funds be used to restore the pre-disaster condi�on, not a more effec�ve current capability, e.g., 
renewable energy and modern communica�ons. Moreover, the length of �me it takes to move 
from planning to execu�on of reconstruc�on �mes, o�en two years or more, undercuts the 
objec�ve of rapid reconstruc�on. Recognizing that at least some of this is based in law, the criteria 
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should be researched as the possible basis for policy change to increase the �meliness and impact 
of the funds. 
 

R17. Recommendation: Conduct research to understand the effects of bureaucratic and legal 
impediments to distribution of disaster funds. 
 

R18. Recommendation: Develop models to streamline distribution of disaster recovery 
resources without compromising accountability. 

 
Cyber insurance. The role of cyber insurance in incen�vizing cybersecurity investments by cri�cal 
infrastructure owners and operators needs to be reexamined. Some studies suggest that 
insurance considera�ons can cause people in disaster-prone areas to make beter decisions a�er 
disasters based on realis�c insurance pricing, while others suggest that insurance claims are o�en 
used to push the insured to purchase products (like cyber defense tools) that benefit the insurer. 
Research can evaluate how insurance policies can support recovery and adapta�on efforts a�er 
cyber incidents accompanying disasters. 
 

R19. Recommendation: Conduct research to understand better how insurance policies can be 
used to incentivize better protection before disasters and improved recovery and 
adaptation post-disaster.  

 
Electromagnetic Disturbances. Another vital security need for the future is to protect the energy 
grid against geomagne�c disturbance (GMD) and/or electromagne�c pulse (EMP). These events 
can be natural or due to the detona�on of a nuclear weapon. They can cause severe disrup�on 
and permanent damage to electronic components of our infrastructure and the en�re 
electromagne�c grid, though each involves different damage mechanisms (GMD generally 
involves long-dura�on E3 pulses, while EMP involves short-dura�on E1 ones). The Na�onal 
Coordina�ng Center for Communica�ons has developed guidelines for EMP protec�on and 
resilience [31]. They provide a range of choices from simple, low-cost op�ons for protec�ve 
measures to more effec�ve and expensive ones.  However, the guidance does not call for 
exercising, and local organiza�ons are more likely to evaluate EMP as a lower priority threat. 

 
R20. Recommendation: Encourage organizations in proximity to critical facilities, or those 

located in higher risk areas (typically in northern latitudes and closer to the coasts) to 
exercise counter-EMP procedures.  

Conclusion 
High-level guidance on infrastructure resilience and cybersecurity emphasizes the need for cross-
sector planning and collabora�on, but there remain barriers to turning that guidance into 
prac�ce. The greatest need in protec�ng against cascading, mul�-sector disrup�ons is to support 
organiza�ons and people in tailoring available guidance to local needs and implemen�ng the 
guidance for their circumstances. The recommenda�ons offered above are directed toward 
addressing these challenges. 
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